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Fig. 1: Satisfaction of trace and hyper properties*
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*Michael Clarkson’s lecture notes on hyperproperties
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Figure: Snippet of Modular
exponentiation in RSA.

void mexp () {
c =0; d=1; i = k;
while (i >= 0){
i =1—-1; ¢ = cx*2;
d = (dxd) % n;
it (b(i) = 1){
c = c+1;
d = (dxa) % n;

W N =

= O © 00 NN O O
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Figure: Snippet of Modular
exponentiation in RSA.

void mexp () {

c =0; d=1; i = k;

while (i >= 0){

i =1—1; ¢ =

d = (dxd) %A

if{ (b(i) = 1){
c = c+1;

d = (dxa) % n;

W N =

= O © 00 NN O O
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Figure: Snippet of Modular
exponentiation in RSA.

void mexp () {
c =0; d=1; i = k;
while (i >= 0){

i =1—1; ¢ =

d (dxd) % A

if{ (b(i) = 1){

[ (
c = c+1;
d
}
}
}

= (dxa) % n;
Lack of code in
else causes
failure

W N =

= O © 00 NN O O
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Figure: Snippet of Modular

exponentiation in RSA. as non-
1 void mexp () { deterministic
2 c=0;d=1; i = k; choice
3 wh.ile -(i 1>= 0){
4 1] = 1—1: ¢ = A As A AL A
: A= (ded) %A Vo.V5(o).V5'(0). (IRS,(Q end;) = R§'(<> end§/))
6 if[(b(1) = DK
7 c = c+1;
8 d = (dxa) % n;
9 }
0 }
1}
Lack of code in
else causes
failure
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1 void mexp () { deterministic
2 c=0;d=1; i = k; choice
3 while (i 1>: 0){
4 1] = 1—1: ¢ = A As A AL A
: A= (ded) %A Vo.V5(o).V5'(0). (IRS,(Q end;) = R§'(<> end§/))
6 if[(b(i) = DK ’ ’
7 c = c+1;
8 d = (d*xa) % n
9 }
0 }
1}
Lack of code in
else causes
failure
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Side-Channel timing leaks

Modeled
as non-
deterministic
choice

Figure: Snippet of Modular
exponentiation in RSA.

void mexp(){
c =0; d=1; i = k;
while (i >= 0){

i 2 (e it V6. V5(8).Y5'(6) . (Ry(¢) end;) = R;({ endy))
B (I) = D | mEEL ’
cC = C—|—1,

d = (d*a) % n

}
}
'/

Lack of code in
else causes

failure Rewards helped us model time more efficiently
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Probabilistic Conformance

Figure: (Left) Model of a fair 6-sided dice. (Right)
Model of the Knuth-Yao algorithm to simulate the dice.

Dobe, Wilke, Abraham, Bartocci, Bonakdarpour Probabilistic Hyperproperties with Rewards NASA Formal Methods 2022



Hyperproperties Applications Methodology Conclusion
00000 o)X XO 0000 00

Probabilistic Conformance

Figure: (Left) Model of a fair 6-sided dice. (Right)
Model of the Knuth-Yao algorithm to simulate the dice.
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Figure: (Left) Model of a fair 6-sided dice. (Right)
Model of the Knuth-Yao algorithm to simulate the dice.

6
36.Y5(6). 35(6) . dielnit; — <¢ AR(F(\/ (die = 1);)) < 4)

=1

6
¢ = coinnity A [\ (P(F(die = I);) = P(F(die = I);))
=1
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each state
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Figure: (Left) Model of a fair 6-sided dice. (Right)
Model of the Knuth-Yao algorithm to simulate the dice.

6
36.Y5(6) . 35/(5) . dielnit; — (¢ ARUF(\/ (die = D)) < 4)

=1

6
¢ = coinnity A [\ (P(F(die = I);) = P(F(die = I);))
=1 I i

Modeled as non-
deterministic choices from

each state Rewards helped us filter efficient solutions
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Figure: The maze on the top satisfies
@yareer While the bottom one violates it.
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Figure: The maze on the top satisfies
@yareer While the bottom one violates it.
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» Different Cases:

v Compare rewards across computation trees.
R§(F end§) - R§/(F end§’)

36,.36,.V5(6) V5B ((h > 0 A(h < 0)5) =
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When § = s, When §' = s,

3 1 2 1
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» Different Cases:

v Compare rewards across computation trees.
R.(F end;) = Ry (F endy)
v Compute rewards in one tree until we reach a
state in another.

R; (good, U endy) < 4

36,.36,.Y5(6,).Y5'(6,) . <(h > 0); A (h < 0)§/> 5 I I I
(Rf(o end;) = R.(¢) endg/))
When § = s, When §' = s,

3 1 2 1
[R{S(Qendf):3+z*l+z*1:4 Rg.((}end§)=3+§*1+§*1:4
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» Challenge: Propagation of this undefinedness
« Easy Solution:
Any component of a property undefined —

overall result is undefined.

 Our guiding concept:

Overall definedness can be concluded from

1 1
R ood)=3 + —*3 + —*1 4+ ? = undefined ) i
(Q good) 3 3 partial definedness of a property.
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reachability probability is
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» Challenge: Propagation of this undefinedness
« Easy Solution:
Any component of a property undefined —

overall result is undefined.

 Our guiding concept:

Overall definedness can be concluded from

1 1
R ood)=3 + —*3 + —*1 4+ ? = undefined ) i
(Q good) 3 3 partial definedness of a property.

Rewards is undefined if false /\ undefined = false
reachability probability is
<1 undefined U false = false
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Input MDP satisfies the
HyperPCTL formula

iff

SMT encoding is
satisfied
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Overview of Algorithm

Algorithm for Existential Scheduler

/ M: MDP / /HyperPCTL:EI.Qll....an.go"q/
Input MDP satisfies the \ /

HyperPCTL formula Encode scheduler choices

Encode semantics of ¢™4

iff \

T = Encode formula holds U = Encode formula is not false
SMT encoding is l l
satisfied
Check(T)? No > Check(U)?
No

Yes Yes
¥
Return TRUE Return FALSE @turn UNDECIDE@
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1
[defso(p A acty = a] — [valso’(p =3+ ( *1 4+ — 4 ]/\

1 1
[defi,p A act, =] = [valy, =3+ (S *1+—*1)] N -

Dobe, Wilke, Abraham, Bartocci, Bonakdarpour

Probabilistic Hyperproperties with Rewards NASA Formal Methods 2022



Hyperproperties Applications

Methodology Conclusion
00000 00O 00060 (0]0)

Example of Encoding

Encoding for ¢ =|Encoding for P(() end;) /\

(vl o endyy # 1V =def, 50 end,) < ~defi, [\

1
[defso(p A acty = a] — [valso’(p =3+ ( *1 4+ — 4 ]/\

1 1
[defi,p A act, =] = [valy, =3+ (S *1+—*1)] N -

Dobe, Wilke, Abraham, Bartocci, Bonakdarpour

Probabilistic Hyperproperties with Rewards NASA Formal Methods 2022



Hyperproperties Applications Methodology Conclusion
00000 000 00060 00

Example of Encoding

Encoding for ¢ =|Encoding for P(() end;) /\

val, pO) endy) # 1V def, p () end,) < ~defy, ] /\ ..

- 1
def, , A act, = a| — [vals0,<p=3+( *1+4 ]/\

_ 1 1
T def,,, A act, = f] — [val,, =3+ (S *1+-%1)] N -

Dobe, Wilke, Abraham, Bartocci, Bonakdarpour Probabilistic Hyperproperties with Rewards NASA Formal Methods 2022



Hyperproperties Applications Methodology Conclusion
00000 000 00060 00

Example of Encoding

Encoding for ¢ =|Encoding for P(() end;) /\

val, pO) endy) # 1V def, p () end,) < ~defy, ] /\ ..

- 3 1
def; , A act; = a] — [valso’(p =3+ <Z *1 + Z ¥ 1)] /\

def, , A act, = fi| — [val, , =3+ (% *1+ % “1)]I/\ -

Dobe, Wilke, Abraham, Bartocci, Bonakdarpour Probabilistic Hyperproperties with Rewards NASA Formal Methods 2022



Hyperproperties Applications Methodology Conclusion

00000 000 0000 00

Evaluation

Dobe, Wilke, Abraham, Bartocci, Bonakdarpour Probabilistic Hyperproperties with Rewards NASA Formal Methods 2022



Hyperproperties Applications Methodology Conclusion

00000 000 0000 00

Evaluation

Case VR Running time (s) #SMT  #states|#transitions
study Encoding [ Solving [ Total || variables

1-bit key X 0.11 0.01 0.12 344 8 10

TA 16-bit key X 16.41 3.69 20.10 19244 68 100
30-bit key X 143.49 44.64 188.13 62868 124 184

45-bit key X 774.53 1304.98 | 2079.51 137448 184 274

s=(0) v 5.03 2.03 7.06 7281 20 186

PC s=(0,1,2) v 6.66 8.91 15.57 7281 20 494
s=(0,...,4) v 8.82 35 43.82 7281 20 802
s=(0,...,6) v 11.64 53.05 64.69 7281 20 1110

3x3 v 0.87 0.05 0.92 2179 18 66

3x3 X 0.93 0.05 0.98 2179 18 66

4x4 v 3.55 0.28 3.83 6561 32 160

RO 4x4 X 3.43 0.25 3.68 6561 32 148
5x5 v 13.07 0.5 13.57 15651 50 250

5x5 X 13.19 0.98 14.17 15651 50 250

6x6 v 44.52 1.04 45.56 32041 72 398

6x6 X 44.65 7.48 52.13 32041 72 398

HS n=3 v 0.1 0.01 0.11 489 8 28
n=>5 v 0.95 0.13 1.08 2369 32 244

n=3 v 0.08 0.01 0.09 169 7 21

IJ n=4 v 0.24 0.04 0.28 601 15 56
n=>5 v 0.89 0.33 1.22 2233 31 140

n==06 v 3.93 19.39 23.32 8569 63 336

Experimental results: VR: Verification result. TA: Timing attack. PC: Probabilistic conformance. RO: Robotics
example. HS: Herman's algorithm. IJ: Israeli-Jaflon's algorithm. v: the result is true. X: the result is false.
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Conclusion

Algorithm Implementation

Extended HyperPCTL to Provided algorithms to Extended our tool
express reward operators evaluate state-based reward HyperPROB! to accommodate
operators restricted rewards.

1. ‘HYPERPROB: A Model Checker for Probabilistic Hyperproperties’, Dobe, Abraham, Bartocci, Bonakdarpour, FM 2021.
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